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ABSTRACT 

 

A data distributor has given sensitive data to a set of supposedly trusted agents (third parties). Some of the 

data is leaked and found in an unauthorized place (e.g., on the web or somebody’s laptop). The distributor 

must assess the likelihood that the leaked data came from one or more agents, as opposed to having been 

independently gathered by other means. We propose data allocation strategies (across the agents) that 

improve the probability of identifying leakages. These methods do not rely on alterations of the released 

data (e.g., watermarks). In some cases we can also inject “realistic but fake” data records to further 

improve our chances of detecting leakage and identifying the guilty party. 

 

Network security states that the data or information or resource that is available on the network can only 

be accessed by authorized user and it also prevents the data or information or resource from unauthorized 

user from malicious practice. Network administrator is the person who provides authorization for users to 

access their data. There are two types of network available. In Private network, Security is provided 

within an organization or company. In Public network, Security is providing globally by the use of user 

name and password. Only the person who has the authorization can use it and others are restricted. 

Network security usually starts with three factors of authentication facilities are one-factor authentication, 

two-facto authentication, and three-factor authentication. Firewall acts as a protection wall between the 

user and the network and allows only authorized user to access their information or data or resources over 

the network The collected data provide the information about the various environmental factors. 

Monitoring the environmental factors is not the complete solution to increase the yield of crops. There are 

number of other factors that decrease the productivity. Hence automation must be implemented in 

irrigating fields to overcome these problems. So, to provide solution to all such problems, it is necessary 

to develop an integrated system which will take care of watering the crops. But complete automation in 

irrigation is not achieved due to various issues. Though it is implemented in the research level it is not 

given to the farmers as a product to get benefitted from the resources. Hence this paper deals about 

Automatic Irrigation System using Iot. 
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1. INTRODUCTION 

 

Data leakage is the unauthorized transmission of data or information from within an organization to an 

external destination or recipient . Data leakage is defined as the accidental or intentional distribution of 

private or sensitive data to an unauthorized entity. Sensitive data of companies and organization includes 

intellectual property, financial information, patient information, personal credit card data and other 

information depending upon the business and the industry. Furthermore, in many cases, sensitive data 

shred among various stakeholders such as employees working from outside the organizational premises, 

business partners and customers. This increases the risk of confidential information falling into 

unauthorized hands. 

 

Furthermore, in many cases, sensitive data is shared among various stakeholders such as employees 

working from outside the organizational premises (e.g., on laptops), business partners and customers. 

This increases the risk of confidential information falling into unauthorized hands .In the course of doing 

business, sometimes data must be handed over to supposedly trusted third parties for some enhancement 

or operations 

 

2. LITERATURE SURVEY 

 

Network security states that the data or information or resource that is available on the network can only 

be accessed by authorized user and it also prevents the data or information or resource from unauthorized 

user from malicious practice. Network administrator is the person who provides authorization for users to 

access their data. There are two types of network available. In Private network, Security is provided 

within an organization or company. In Public network, Security is providing globally by the use of user 

name and password. Only the person who has the authorization can use it and others are restricted. 

Network security usually starts with three factors of authentication facilities are one-factor authentication, 

two-factor 

 

authentication, and three-factor authentication. Firewall acts as a protection wall between the user and the 

network and allows only authorized user to access their information or data or resources over the network 

The collected data provide the information about the various environmental factors. Monitoring the 

environmental factors is not the complete solution to increase the yield of crops. There are number of 

other factors that decrease the productivity. Hence automation must be implemented in irrigating fields to 

overcome these problems. So, to provide solution to all such problems, it is necessary to develop an 

integrated system which will take care of watering the crops. But complete automation in irrigation is not 

achieved due to various issues. Though it is implemented in the research level it is not given to the 

farmers as a product to get benefitted from the resources. Hence this paper deals about Automatic 

Irrigation System using Iot. 

 

Data leakage is the unauthorized transmission of data or information from within an organization to an 

external destination or recipient . Data leakage is defined as the accidental or intentional distribution of 
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private or sensitive data to an unauthorized entity. Sensitive data of companies and organization includes 

intellectual property, financial information, patient information, personal credit card data and other 

information depending upon the business and the industry. Furthermore, in many cases, sensitive data 

shred among various stakeholders such as employees working from outside the organizational premises, 

business partners and customers. This increases the risk of confidential information falling into 

unauthorized hands. 

 

Furthermore, in many cases, sensitive data is shared among various stakeholders such as employees 

working from outside the organizational premises (e.g., on laptops), business partners and customers. 

This increases the risk of confidential information falling into unauthorized hands .In the course of doing 

accurate data for the patients . Traditionally, leakage detection is handled by the watermarking. For 

example a unique code is embedded in each distributed copy. If that copy is later found in the hands of an 

unauthorized party, the leaker can be identified. Watermarks can be very useful in some cases but again, 

involve some modification of the original data. Furthermore, watermarks can sometimes be destroyed if 

the data recipient is malicious [research paper]. 

 

In short, watermarking is suitable for all the application because it’s lost the original data. There are some 

disadvantages of it. That is It involves some modification of data that is making the data less sensitive by 

altering attributes of the data. The second problem is that these watermarks can be sometimes destroyed if 

the recipient is malicious .In this paper, we develop an algorithm of data allocation strategies for finding 

the guilty agents that improves the chances of identifying a leaker. We also consider the option of adding 

fake objects to the distributed set. Such object do not corresponds to real entities but appear realistic to the 

agents. Means that fake objects act as a type of watermarks for the entire set, without modifying any 

original data. If it turns out that an agent was given one or more fake objects that were leaked, then the 

distributor can be more confident that agent was guilty. 

 

 

3. EXISTING SYSTEM 

 

     Traditionally, leakage detection is handled by watermarking, e.g., a unique code is embedded in each 

distributed copy. If that copy is later discovered in the hands of an unauthorized party, the leaker can be 

identified. Watermarks can be very useful in some cases, but again, involve some modification of the 

original data. Furthermore, watermarks can sometimes be destroyed if the data recipient is malicious. E.g. 

A hospital may give patient records to researchers who will devise new treatments. Similarly, a company 

may have partnerships with other companies that require sharing customer data. Another enterprise may 

outsource its data processing, so data must be given to various other companies. We call the owner of the 

data the distributor and the supposedly trusted third parties the agents. We consider applications where the 

original sensitive data cannot be perturbed. Perturbation is a very useful technique where the data is 

modified and made “less sensitive” before being handed to agents .However, in some cases it is important 

not to alter the original distributor’s data 
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.Traditionally, leakage detection is handled by watermarking, e.g., a unique code is embedded in each 

distributed copy .If that copy is later discovered in the hands of an unauthorized party, the leaker can be 

identified .Watermarks can be very useful in some cases, but again, involve some modification of the 

original data 

 

Furthermore, watermarks can sometimes be destroyed if the data recipient is malicious. means that some 

third party called the target has been caught in possession of S. For example, [9] this target may be 

displaying S on its web site, or perhaps as part of a legal discovery process, the target turned over S to the 

distributor. Since the agents (A1, A2,…An) have some of the data, it is reasonable to suspect them 

leaking the data. However, the agents can argue that they are innocent, and that the S data was obtained 

by the target through other means. 

 

Example: Say T contains customer records for a given company A. Company A hires a marketing agency 

U1 to do an on-line survey of customers. Since any customers will do for the survey, U1 requests a 

sample of 1000 customer records. At the same time, company A subcontracts with agent U2 to handle 

billing for all California customers. Thus, U2 receives all T records that satisfy the condition “state is 

California.” 

Guilty Agents 

 

Suppose that after giving objects to agents, the distributor discovers that a set S _ T has leaked. This 

means that some third party called the target, has been caught in possession of S. For example, this target 

may be displaying S on its web site, or perhaps as part of a legal discovery process, the target turned over 

S to the distributor. Since the agents U1; : : : ;Un have some of 

 

 

4. ISSUES IN EXISTING SYSTEM  

    Entities and Agents Let the distributor database owns a set S= {t1, t2,…., tm} which consists of data 

objects. Let the no of agents be A1, A2, ..., An [6][10]. The distributor distributes a set of records S to any 

agents based  on  their  request  such  as  sample  or explicit  request.  Sample request Ri= SAMPLE 

(T, mi): Any subset of mi records from T can be given to Ui [1].Explicit request Ri= EXPLICIT 

(T;condi):Agent Ui receives all T objects that satisfy Condition .The objects in T could be of an type and 

size, e.g. they could be tuples in a relation,  or  relations  in  a  database.  After giving object to agents, the 

distributor discovers that a set S of T has leaked. This 

the data, it is reasonable to suspect them leaking the data. However, the agents can argue that they are 

innocent, and that the S data was obtained by the target through other means. For example, say one of the 

objects in S represents a customer 

 

X. Perhaps X is also a customer of some other company, and that company provided the data to the target. 

Or perhaps X can be reconstructed from various publicly available sources on the web. 

 

Our goal is to estimate the likelihood that the leaked data came from the agents as opposed to other 

sources. Intuitively, the more data in S, the harder it is for the agents to argue they did not leak anything. 
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Similarly, the “rarer” the objects, the harder it is to argue that the target obtained them through other 

means. Not only do we want to estimate the likelihood the agents leaked data, but we would also like to 

find out if one of them in particular was more likely to be the leaker. For instance, if one of the S objects 

was only given to agent U1, while the other objects were given to all agents, we may suspect U1 more. 

The model we present next captures this intuition. We say an agent Ui is guilty if it contributes one or 

more objects to the target. We denote the event that agent Ui is guilty for a given leaked set S by GijS. 

Our next step is to 

estimate PrfGijSg, i.e., the probability that agent Ui is guilty given evidence S. 

 

 

5. PROPOSED SYSTEM 

 

A data distributor has given sensitive data to a set of supposedly trusted agents (third parties). Some of 

the data is leaked and found in an unauthorized place (e.g., on the web or somebody’s laptop). The 

distributor must assess the likelihood that the leaked data came from one or more agents, as opposed to 

having been independently gathered by other means. We propose data allocation strategies (across the 

agents) that improve the probability of identifying leakages. 

 

These methods do not rely on alterations of the released data (e.g., watermarks). In some cases we can 

also inject “realistic but fake” data records to further improve our chances of detecting leakage and 

identifying the guilty party. 

 

6. CONCLUSION 

 

In a perfect world there would be no need to hand over sensitive data to agents that may unknowingly or 

maliciously leak it. And even if we had to hand over sensitive data, in a perfect world we could 

watermark each object so that we could trace its origins with absolute certainty. However, in many cases 

we must indeed work with agents that may not be 100% trusted, and we may not be certain if a leaked 

object came from an agent or from some other source. In spite of these difficulties, we have shown it is 

possible to assess The likelihood that an agent is responsible for a leak, based on the overlap of its data 

with the leaked data and the data of other agents, and based on the probability that objects can be 

“guessed” by other means. Our model is relatively simple, but we believe it captures the essential trade-

offs. 
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